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http://cryptolux.org/index.php/Lightweight_Cryptography

Published a new lightweight primitive? Drop us a mail!
Published a new attack on a lightweight primitive? Drop us a maill
Published new implementation results? Drop us a mail!

Work in progress, so any feedback is welcome!
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It has been an Inspiration for the AES competition finalist RC6 2. This algorithm Is patented by RSA security.

SEA fedit]
« Article: SEA: A Scalable Encryption Algorithm for Small Embedded Applications, Smart Card Research and Advanced
Applications 06!}
« Authors: Francols-Xavier Standaert, Gilles Piret, Neil Gershenfeld, and Jean-Jacques Quisquater
« Target: Software and Hardware

SEA Is a block clpher which can have an arbitrary block size n (as long as n=6b for some b, word size w and number of
founds . A complete description of the algorithm (round function and update of the key) IS given on the figure on the right
Wwhich comes from the original paper*®. I Is based on the following operation:

« Bitwise XOR
« Application of a S-box S. Interestingly, S is a 3x3 S-box.

« Rotation of the words in a vector of words The RCS round function =
« Bit rotation inside a word
« Addition modulo 2°
SIMON and SPECK feait)
« Article: The SIMON and SPECK Familles of Lightweight Block Clphers, eprint.Iacr.org, 2013, 404
« Authors: Ray Beaulleu, Douglas Shors, Jason Smith, Stefan Treatman-Clark, Bryan Weeks, and Louls =
Wingers (NSA) i
« Target: Hardware (SIMON) and software (SPECK)
These ciphers have been designed by the American National Security Agency (NSA) . They are both Felstel i ®
networks with two branches but differ by the design of their Feistel function. They are both almost ARX p
—
construction, meaning that they rely on Addition, word Rotation and Xor, although SIMON uses And gates
Instead of additions. Both perform exceptionnally well In both hardware and software, although SIMON s [}

supposed to be more and SPECK more Unlike all other ciphers’ el [
specification, no security analysis whatsoever Is provided.

siMoN [edit]

Hardware-oriented, this blockcipher relies only on the following operations: and, rotation, xor. It is a classical Feistel network where the Feistel function consists in applying
basic operations on the branch, xoring the in subkey and then xoring the result with the other branch.

SPECK [edit]

Software-orlented, this blockcipher relles only on the following operations: addition, rotation, xor (ARX construction). The Felstel structure Is heavily tweaked In this one as
both branches are modified during each round. Thus, It Is hard to define a Felstel function In Its case.
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« Authors: Engels, D., Saarinen, M. J. O., Schweitzer, P., & Smith, . M.
Hummingbird-2 is, as its name indicates, a new iteration of the Hummingbira!!*! primitive which was successfully attacked by Saarinen!'.. This cipher has an intemal state
which Is Initialized using the 64-bits IV. There is no key schedule: the same functions are applied to the intemal state every time. At each clock, operations Involving the key,
the plain-text 16-bits block and the 128-bits Internal state are performed to generate a block of ciphertext. Then, the same sort of operations are used to update the intemal
state using variables created during the cipher-text generation.

The only operations used are XOR, addition modulo 2% and a non-linear function called f which is based on 4 different S-boxes.
Notes [edit]

1. 1 Itonly supports encryption of messages of length 3x128 bits.
2. 1 292175 the best of our knowledge.
3. 1 These figures correspond to the peaks of power consumption.
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